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DATA LOCALIZATION LAWS  
AND POLICY
The EU Data Protection  
International Transfers Restriction  
Through a Cloud Computing Lens
W. Kuan Hon, Solicitor, Editor, Encyclopedia  
of Data Protection and Fellow, Open Data Institute

‘Displaying great originality and rigour, this book makes the case that 
location-based personal data protection should have that “Frankenrule” 
replaced by regulation based on enforcement of security and encryption 
standards. With an interdisciplinary focus on law, computer security and 
industrial organisation (in technological and business value chains of data processing), this approach is to be 
recommended to legal scholars of the Internet.’

– Dr Chris Marsden, Professor of Internet Law, University of Sussex, UK

‘It should be read by every data protection supervisory authority and law-maker in Europe.’

– Rosemary Jay, Author, Data Protection Law and Practice

‘Data localization is not just a short-term phenomenon, but reflects a profound unease with increasing 
globalization, and a lack of certainty as to whether we want national borders carried over onto the online 
space. This book helps illuminate the choices that we face as a society in deciding where we want those 
boundaries to be set.’

– Dr Christopher Kuner, Co-Director, Brussels Privacy Hub, VUB Brussel  
and Editor-in-chief, International Data Privacy Law

Countries are increasingly introducing data localization laws and data export restrictions, threatening digital 
globalization and inhibiting cloud computing’s adoption despite its acknowledged benefits.

Through a cloud computing lens, this multi-disciplinary book examines the personal data transfers restriction 
under the EU Data Protection Directive (including the EU-US Privacy Shield and General Data Protection 
Regulation). It covers historical objectives and practical problems, showing why the focus should move from 
physical data location to effective jurisdiction over those controlling access to intelligible data and control 
of access to data through security measures. The book further discusses data localization laws’ failure to 
solve concerns regarding the topical and contentious issue of mass state surveillance. Its arguments are also 
relevant to other data localization laws, cross-border transfers of non personal data and transfers not involving 
cloud computing.

Comprehensive yet accessible, this book is of great value to academics in law, policy, computer science and 
technology. It is also highly relevant to cloud computing/technology organisations and other businesses in the 
EU and beyond, data privacy professionals, policymakers and regulators. 
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